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(57) ABSTRACT

A secure protocol for registering a user, device and appli-
cation with a computing device, such as a server, is pro-
vided. The protocol uses a single sign-on or registration
request that enables multiple applications executing on
single mobile computing device to access server resources’
without each application separately registering with the
server. After registration, a server is able to determine which
user is using which application on which computing device
whenever a request is sent from a device to the server. This
type of registration enables fine grained access control to
protected resources, such as information and/or services, of
the server.
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SECURE USER, DEVICE, APPLICATION
REGISTRATION PROTOCOL

BACKGROUND

The present disclosure relates to communicating between
computing devices, and in particular registering a user,
device and application with a server computing device.

Computing devices, such as a mobile computing device,
may control or enable certain access to external devices. For
example, a cellular telephone may control whether the
cellular telephone may also join a local wireless network. A
control panel may enable the user to join or not join the local
wireless network that may have access to the Internet. Other
external interfaces may be similarly controlled by a user.

When computing devices request information or services
from a remote computing device or server, a server may
need to be aware of the requesting computing device before
any information or services is provided.

BRIEF SUMMARY

According to one aspect of the present disclosure, a secure
protocol for registering a user, device and application with
a computing device, such as a server, is provided. In an
embodiment, the protocol uses a single sign-on or registra-
tion request that enables multiple applications executing on
single mobile computing device to access server resources’
without each application separately registering with the
server. After registration, a server is able to determine which
user is using which application on which computing device
whenever a request is sent from a device to the server. This
type of registration enables fine grained access control to
protected resources, such as information and/or services, of
the server.

According to another aspect of the disclosure, a protocol
or method for registering a first and second application with
a server is provided. Registration information, such as user
credentials, for the first application is output from the
computing device to the server. Information that indicates
that the first application has access to the server, such as a
signed certificate or JSON Web Token (JWT), is received
and stored. First information (or a service) from the server
is requested and received by the first application. The second
application then requests second information (or another
service) from the server using at least the information that
indicates that the first application has access to the server.
The second application receives second information from
the server without outputting registration information for the
second application to the server.

According to another aspect of the disclosure, an appa-
ratus comprises a processor and a computer readable storage
medium to store a first application having computer readable
program code and a second application having computer
readable program code. The processor executes the com-
puter readable program code to: 1) prompt a user for
registration information and receive the registration infor-
mation from the user; 2) provide a request to register the first
application with a server computing device, the request
including at least the registration information; 3) receive an
indication that the first application is registered with the
server computing device, such as a signed certificate; 4)
request first information, by the first application, from the
server processing device; 5) receive the first information, by
the first application, from the server computing device; 5)
request second information, by the second application, from
the server processing device using the indication that the
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2

first application is registered; and 6) receive the second
information, by the second application, from the server
processing device without having prompting a user for
registration information.

According to another aspect of the disclosure, a computer
program product comprises a computer readable storage
medium having computer readable program code embodied
therewith. The computer readable program code comprises:
1) computer readable program code configured to provide a
first application; 2) computer readable program code con-
figured to provide a second application; 3) computer read-
able program code configured to provide a first private key
chain for the first application; 4) computer readable program
code configured to provide a second private key chain for the
second application; and 5) computer readable program code
configured to provide a shared key chain for the first and
second applications. The computer readable program code
for the first application generates a private key and a
certificate signing request. The computer readable program
code for the first application also outputs the certificate
signing request to a server. The computer readable program
code for the first application then receives and stores a
signed certificate and a device-identifier in the computer
readable program code configured to provide a shared key
chain.

This Summary is provided to introduce a selection of
concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed subject matter. The
claimed subject matter is not limited to implementations that
solve any or all disadvantages noted in the Background.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a high-level block diagram of an appa-
ratus or system comprising networked computing devices
using a secure user, device application registration protocol
according to an embodiment.

FIG. 2 illustrates a use and storage of tokens, certificates
and keys for a protocol according to an embodiment.

FIG. 3 illustrates a software architecture for a gateway
executed on a server computing device according to an
embodiment.

FIG. 4 illustrates relational information between a
resource owner, computing device and application that a
server has after registration according to an embodiment.

FIG. 5 is a sequence diagram that illustrates a protocol for
registering a user, application and computing device with a
server computing device according to an embodiment.

FIG. 6 is a flowchart illustrating a protocol for registering
a user, application and computing device with a server
computing processing device according to an embodiment.

FIGS. 7A-B is a flowchart illustrating a protocol using an
operation of a register interface in an application according
to an embodiment.

FIG. 8 is a block diagram of a computing device envi-
ronment according to an embodiment.

DETAILED DESCRIPTION

As will be appreciated by one skilled in the art, aspects of
the present disclosure may be illustrated and described
herein in any of a number of patentable classes or context
including any new and useful process, machine, manufac-
ture, or composition of matter, or any new and useful
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improvement thereof. Accordingly, aspects of the present
disclosure may be implemented entirely hardware, entirely
software (including firmware, resident software, micro-
code, etc.) or combining software and hardware implemen-
tation that may all generally be referred to herein as a
“circuit,” “module,” “component,” or “system.” Further-
more, aspects of the present disclosure may take the form of
a computer program product embodied in one or more
computer readable media having computer readable pro-
gram code embodied thereon.

Any combination of one or more computer readable
media may be utilized. The computer readable media may be
a computer readable signal medium or a computer readable
storage medium. A computer readable storage medium may
be, for example, but not limited to, an electronic, magnetic,
optical, electromagnetic, or semiconductor system, appara-
tus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the com-
puter readable storage medium would include the following:
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an appropriate optical fiber with a repeater, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated signal with computer readable program code embod-
ied therein, for example, in baseband or as part of a carrier
wave.

Propagated signal may take any of a variety of forms,
including, but not limited to, electro-magnetic, optical, or
any suitable combination thereof. A computer readable sig-
nal medium may be any computer readable medium that is
not a computer readable storage medium and that can
communicate, propagate, or transport a program for use by
or in connection with an instruction execution system,
apparatus, or device. Program code embodied on a computer
readable signal medium may be transmitted using any
appropriate medium, including but not limited to wireless,
wireline, optical fiber cable, RF, etc., or any suitable com-
bination of the foregoing.

Computer program code for carrying out operations for
aspects of the present disclosure may be written in any
combination of one or more programming languages,
including an object oriented programming language such as
Java, Scala, Smalltalk, Eiffel, JADE, Emerald, C++, CII,
VB.NET, Python or the like, conventional procedural pro-
gramming languages, such as the “c” programming lan-
guage, Visual Basic, Fortran 2003, Perl, COBOL 2002, PHP,
ABAP, dynamic programming languages such as Python,
Ruby and Groovy, or other programming languages. The
program code may execute entirely on the user’s computer
(or computing device), partly on the user’s computer, as a
stand-alone software package, partly on the user’s computer
and partly on a remote computer or entirely on the remote
computer or server. In the latter scenario, the remote com-
puter may be connected to the user’s computer through any
type of network, including a local area network (LAN) or a
wide area network (WAN), or the connection may be made
to an external computer (for example, through the Internet
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4

using an Internet Service Provider) or in a cloud computing
environment or offered as a service such as a Software as a
Service (SaaS).

Aspects of the present disclosure are described herein
with reference to flowchart illustrations, sequence diagrams
and/or block diagrams of methods, apparatuses (systems)
and computer program products according to embodiments
of the disclosure. It will be understood that each block of the
flowchart illustrations and/or block diagrams, and combina-
tions of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program
instructions. Similarly, each arrow of a sequence diagram
may likewise be implemented by computer program instruc-
tions. These computer program instructions may be pro-
vided to a processor of a general purpose computer (or
computing device), special purpose computer, or other pro-
grammable data processing apparatus to produce a machine,
such that the instructions, which execute via the processor of
the computer or other programmable instruction execution
apparatus, create a mechanism for implementing the func-
tions/acts specified in the flowchart, sequence diagram and/
or block diagram block or blocks.

These computer program instructions may also be stored
in a computer readable medium that when executed can
direct a computer, other programmable data processing
apparatus, or other devices to function in a particular man-
ner, such that the instructions when stored in the computer
readable medium produce an article of manufacture includ-
ing instructions which when executed, cause a computer to
implement the function/act specified in the flowchart and/or
block diagram block or blocks. The computer program
instructions may also be loaded onto a computer, other
programmable instruction execution apparatus, or other
devices to cause a series of operational steps to be performed
on the computer, other programmable apparatuses or other
devices to produce a computer implemented process such
that the instructions which execute on the computer or other
programmable apparatus provide processes for implement-
ing the functions/acts specified in the flowchart and/or block
diagram block or blocks.

FIG. 1 is a high-level block diagram of an apparatus (or
system) 100 comprising networked computers (or comput-
ing devices) that use a protocol to register a plurality of
applications that may access a plurality of services provided
by a server with a single sign on or registration request. After
registration the server is able to determine which user is
using which application on which computing device when-
ever a request is sent from a computing device to the server.
This type of registration enables fine grained access control
to protected resources.

In an embodiment, computing device 107 communicates
with computing device 101 located at a remote physical
location by way of network 105 as described herein. Com-
puting device 101 is considered external to computing
device 107 in an embodiment. In an embodiment, user 120
(and in another embodiment user 121 also) may want to
register applications 108 and 109 with application server
101a executing on computer device 101. Gateway 1015
includes registration 101¢ that registers or determines which
users, devices and applications have access to services
provided by application server 101a.

In an embodiment, computing device 101 may be a server
having computer programming code, such as application
server 107a and gateway 1015, and computing device 107
may be a client of computing device 101. In another
embodiment, computing devices 101, 102, 111 and 107 are
peers. In a peer-to-peer (P2P) embodiment of computing
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devices 101, 102, 111 and 117, each computing device may
act as a client or a server of the other.

Computing devices 101 and 107 may communicate by
way of network 105 as described herein. In further embodi-
ments, computing device 111 communicates with computing
devices 101 and 107 by way of network 105. In an embodi-
ment, network 105 may be the Internet, a Wide Area
Network (WAN) or a Local Area Network (LAN), singly or
in combination. In embodiments, computing devices 101,
107, 102 and/or 111 use one or more protocols to transfer
information, such as Transmission Control Protocol/Internet
Protocol (TCP/IP). In embodiments, computing device 107
is included in another network. Information may be trans-
ferred between computing devices by wire and/or wirelessly
in network 105.

In alternate embodiments, apparatus 100 includes many
more or less computing devices and/or servers/clients to
provide and receive information. In an embodiment, com-
puting devices 101 and 102 are servers providing informa-
tion, such as information 103, to computing devices 107 and
111 that act as clients. In alternate embodiments, computing
device 107 is a mobile computing device such as a cell
phone, laptop computer, notebook or tablet that has multiple
users 120-121 (or a single user in an embodiment) and
computing device 111 is embedded system, laptop or desk-
top computer having a single user 122 (or multiple users in
an embodiment). In an embodiment, computing devices 101
and 102 may be a server and/or datacenter.

In an embodiment, a user, such as user 120 uses user
interface 110 and registration interface 108a to register
computing device 107 with computing device 101. In par-
ticular, user 120 registers both applications 108 and 109 with
application server 101qa using a single sign on request, rather
than registering each application separately. Register inter-
face 108a in application 108 uses a protocol with gateway
1015, and in particular registration 101c, to register the
multiple applications with a single sign on. A single sign on
may include providing user, device and application creden-
tials for registration 101c¢ to authenticate. Once registered,
applications 108 and 109 may access the resources or
services of application server 101a. In an embodiment,
registration interface 1094 may likewise register application
109 and 108. Similarly, user 122 may use user interface 114
along with registration interfaces 112a and 113¢ in applica-
tions 112 and 113 to register applications 112 and 113 with
application server 110a. In embodiments, applications 108-
109 and 112-113 along with user interface 110 and 114 are
computer program code.

In an embodiment, user interface 110 and 114 include
natural language interfaces where a user may speak, touch or
gesture to user interface 110 and 114 to provide input.
Similarly, user interfaces 110 and 114 may output images,
characters, speech and/or video as an output in an embodi-
ment.

In an embodiment, registration interfaces 108a-109a and
1124-113a are computer program code that includes a soft-
ware development kit (SDK) which may include one or
more libraries of programs for accessing gateway 1015. In
embodiments, applications 108-109 and 112-113 use appli-
cation program interfaces (API) to access application server
101a. In an embodiment, an API is a library that includes
specifications for routines, data structures, object classes,
and variables.

FIG. 2 illustrates a use and storage of tokens, certificates
and keys for a registration protocol according to an embodi-
ment. Before one of applications 108-109 requests service or
information from application server 101a, a registration
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6

protocol including a token exchange as described in detail
herein occurs between computing device 107 and 101.

Access token 201a and refresh token 2015 are stored in
private storage 201 and are used by application 109 to enable
access to application server 101a. Similarly, access token
203a and refresh token 2034 are stored in private storage
203 and are used by application 108 to enable access to
application server 101a. In an embodiment, private storages
201 and 203 may be considered private key chains or a set
of private encryption information in embodiments. In an
embodiment, access tokens and refresh tokens are used per
an open standard for authorization (OAuth protocol.

Trusted server certificate 202a, JavaScript Object Nota-
tion (JSON) Web Token (JSON Web Token (JWT)) 2025
and private key 202c¢ are stored in shared storage 202 and
used by both applications 108 and 109 as described in detail
herein. In an embodiment, shared storage 202 is considered
a public key chain or a set of public encryption information.
JSON is an open standard format that uses human-readable
text to transmit data objects consisting of key value pairs.

FIG. 3 illustrates a software architecture for a gateway, in
particular registration 101¢, executed on a server computing
device. In an embodiment, registration 101¢ includes vali-
date credentials 300, sign certificate 301, authenticate user
and application 302 and provide access token, refresh token
and JWT 303, one or more being computer program code.

Validate credentials 300 is responsible for validating
user’s credentials provided by a user having a computing
device with an application that will request a service or
resource from application server 101a. In an embodiment, a
user’s credential may include at least a user name, password
and device name.

Sign certificate 301 is responsible for signing and output-
ting a signed certificate that has been requested by an
application.

Authenticate user and application 302 is responsible for
authenticating a user and/or application that may request a
service or a resource from an application server, such as
application server 101a.

Provide access token, refresh token, and JWT 303 is
responsible for providing access token, refresh toke and
JWT to a computing device in a protocol as describe herein.

FIG. 4 illustrates relational information 400 between a
resource owner, computing device and application that a
server 404 has after registration according to an embodi-
ment. In particular after a user registers an application
executed on a particular computing device using a protocol
as described herein, a server 404, such as application server
101a knows the specific relationships between a resource
owner 401 (such as user 120), client application 402 (such
as application 108) and computing device 403 (such as
mobile computing device 107) at particular times. A server
404 knows which resource owner 401 uses which client
application 402 (or applications). A server 404 also knows
what particular client application 402 runs or is executed on
what particular computing device 403. Similarly, a server
404 knows what resource owner 401 uses a particular
computing device 403 or has a particular session.

With the relational information 400, a server may offer
greater control of server resources or service to particular
classes of resource owners, client applications, computing
devices, singly or in combination thereof. For example, a
server may offer one set of services for client application 402
when an application is used by a particular resource owner
401 on a particular computing device 403. However, a
different set of services may be provided when a different
user operates computing device 403 but still uses client
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application 402 is used. Other permutations of different
resource owners or users using particular client applications
on particular computing devices may results in a server
providing different services or controls.

FIG. 5 is a sequence diagram 500 that illustrates a
protocol for registering a computing device with a server
computing device according to an embodiment. In an
embodiment, registering a computing device with a server
computing device enables the server computing device to
recognize and provided services or resources to registered
computing device and/or application. Registering a comput-
ing device with a server computing device refers generally
to providing information regarding a user, computing device
and/or application such that the server computing device
will provide requested services.

FIG. 5 begins by a user 501, such as user 120, initiating
(or starting) an application (App) 502, such as application
108 shown in FIG. 1. In an embodiment, a user 501 may
select, command by speech or touch an icon representing
application 502 on a touchscreen or other user input device.
A page or voice of Application 502 is then displayed or
output to user 501 as illustrated by a dotted line from
application 502 to user 501. User 501 then may request
resources or services from a server associated with applica-
tion 502. For example, application 502 may be a brokerage
application and user 501 may request an update of an
account balance or stock quote from a server that stores
stock quotes and account balances associated with the
brokerage application. User 501 may select an account
balance button or icon in a display window or screen
provided by application 502.

Before requesting services or resources, an application
502 checks to see if a private key or trusted server certificate
(signed server certificate) is stored in shared storage, such as
shared storage 202 illustrated in FIG. 2. When no signed
server certificate or private key is stored in shared storage
202 as illustrated by a dashed arrow from shared storage 503
to application 502, application 502 prompts user 501 to
register their device and provide a username, password and
device name (user credentials). Application 502 may prompt
a user to input user credentials by providing a window or
screen for a user to enter or input the requested information.
In an alternate embodiment, application 502 may ask by way
of voice for the requested information or user credentials.

A private key associated with the user credentials is
generated and stored in shared storage 503 by application
502. A certificate signing request (CSR) is then generated by
application 502 as illustrated by curved a curved arrow from
application 502 to application 502.

A request to register a user, device and/or application is
then provided by application 502 to server 504, such as
computing device server 101 illustrated in FIG. 1. The
request to register a user, device and/or application may
include user credentials, client-identifier, client secret,
device id and a CSR. In an embodiment, a CSR may include
information that each application should register or obtain
user credentials rather having a first application prompt and
receive user credentials for a class of multiple applications.

Server 504 may then validate the user credentials and sign
a certificate as illustrated by curved arrow from server 504
to server 504. In an embodiment, server 504 validates user
credentials using validate credentials 300 shown in FIG. 3
and signs a certificate using sign certificate 301 shown in
FIG. 3. In an embodiment, validate credentials 300 com-
pares received user credentials with stored user credentials
in order to validate the received user credentials.
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A signed certificate (or trusted server certificate) and
device-identifier is then provided by server 504 to applica-
tion 502 which stores the signed certificate and device-
identifier in shared storage 503. Application 502 then noti-
fies user 501 that the device is registered as indicated from
the arrow from application 502 to user 501.

Tokens for having a session between application 502 and
server 504 are requested as illustrated by the arrow from
application 502 and server 504. In an embodiment, the
request includes a device-identifier, OAuth parameters, user-
name and password, client-identifier, client secret and grant
type.

Server 504 then authenticates the user and application as
illustrated by curved arrow from server 504 to server 504.

Access tokens, refresh tokens and JWT are provided from
server 504 to application 502 as illustrated by an arrow from
server 504 to application 502. JWT is stored in shared
storage 503 by application 502 while the received access
token and refresh tokens are stored in private storage 505
associated with application. 501. In an embodiment, private
storage 505 corresponds to private storage 201 and shared
storage 503 corresponds to shared storage 202 shown in
FIG. 2.

User 501 now may use application 502, as illustrated by
an arrow from user 501 to application 502, which may use
an API to obtain a resource or service from server 504, as
illustrated by an arrow from application 502 to server 504.

FIG. 6 is a flowchart illustrating a protocol or method 600
for registering a computing device (and/or application/user)
with a server computing processing device according to an
embodiment. In particular, FIG. 6 illustrates a single sign on
or registering multiple applications with a server computing
processing device while obtaining registration credentials,
such as user name, password and device name, from a first
application in a class or plurality of similar applications.

Logic block 601 illustrates prompting a user for registra-
tion information, such as user (registration) credentials for a
first application executing on a computing device. In an
embodiment, application 108 with user interface 110
prompts a user 120 for user credentials.

Logic block 602 illustrates generating and storing a
private key. In an embodiment, a private key is private
encryption information stored in private storage, such as
private storage 203 illustrated in FIG. 2. In an embodiment,
private storage 203 stores a set of private encryption infor-
mation or a private key chain.

Logic block 603 illustrates generating a CSR for a server
having first information or a service that will be requested by
the application. In an embodiment, registration interface
108a, as illustrate in FIG. 2, generates a CSR.

Logic block 604 illustrates outputting registration infor-
mation, such as at least user credentials and a CSR, from the
first application to the server, such as server 101 illustrated
in FIGS. 1 and 2.

Logic block 605 illustrates receiving information that
indicates that the first application has access to the server. In
an embodiment, the information that indicates the first
application has access to the server includes a signed cer-
tificate and device-identifier. The signed certificate may be
stored in shared storage, such as shared storage 202 illus-
trated in FIG. 2. In an embodiment, a user is notified that the
first application is registered.

In an embodiment, logic block 605 also illustrates an
application requesting access and refresh tokens from a
server. The received access and refresh tokens are stored in
an associated private storage, such as private storage 203.
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Logic block 606 illustrates a first application receiving
first information, such as a first service, from the server. In
an embodiment, a first application calls a first API that
enables a requested first service or first information from the
server to be provided to the first application.

Logic block 607 illustrates a second application request-
ing second information, or a second service, from the server.
The second application does not prompt a user for user
credentials or registration information and uses at least
information that indicates the first application has access to
the server. For example, the second application may use at
least the stored signed certificate for the server in requesting
information or a service as detailed herein. The signed
certificate and device-identifier is stored by a first applica-
tion, such as application 108, in shared storage, such as
shared storage 202, and then may be retrieved by a second
application, such as application 109, in attempting to
retrieve second information from the server.

In an embodiment, logic block 607 also illustrates a
second application retrieving access and refresh tokens from
private storage or the server.

Logic block 608 illustrates the second application receiv-
ing second information, such as a second service, from the
server. In an embodiment, a second application calls a
second API that enables a requested second service or
second information from the server to be provided to the
second application.

FIGS. 7A-B is a flowchart describing operation of a
register interface, such as registration interface 108a in
application 108 shown in FIG. 2. In particular, FIGS. 7A-B
illustrate a register interface performing at least a portion of
a protocol to register a user, device and/or application with
a server.

When an application request a resource, a registration
interface determines whether a private key is available or
stored in shared storage as illustrated by logic block 701.
When a private key is available, control transfers to logic
block 708. Otherwise, control transfers to logic block 702.

Logic block 702 illustrates a register interface generating
a private key and storing the generated private key in shared
storage, such as shared storage 202 shown in FIG. 2.

Logic block 703 then illustrates a register interface caus-
ing application 108 (along with a user interface, such as user
interface 110) to prompt a user for user credentials.

A CSR is then generated by a register interface as illus-
trated by logic block 704.

Registration interface then registers a device by sending
client credentials, user credentials and a CSR to a targeted
server as illustrated in logic block 705.

Registration interface receives a signed certificate from a
server when the client and user credentials have been
validated by the server as illustrated by logic block 706. The
received signed certificate is also stored in shared storage as
illustrated by logic block 706 and may be used by other
applications.

Registration interface also receives a device-identifier
from the server and stores the device-identifier in shared
storage as illustrated in logic block 707.

Logic block 708 determines whether an access token is
available or stored in private storage, such as private storage
203. When an access token is stored, control transfers to
logic block 718. Otherwise, control transfers to logic block
709

Logic block 709 determines whether a JWT is available or
stored in shared storage, such as shared storage 202. When
a JWT is not stored, control transfers to logic block 713.
Otherwise, control passes logic block 710.
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Logic block 710 illustrates requesting tokens from a
server, such as a gateway executed on a server. In an
embodiment, JWT is used for user authentication rather than
prompting a user for user credentials.

When a user is authenticated, registration interface
receives and access token and refresh token from a server for
a session with the server as illustrated by logic block 711.

Logic block 712 illustrates storing the received access
token and refresh token in private storage, such as access
token 203a and refresh token 2035 in private storage 203.

When a JWT is not stored in shared storage, a registration
interface initiates the application to prompt the user for user
credentials as illustrated in logic block 713.

Access token, refresh token and JWT are requested from
a server while user credentials are used for user authentica-
tion as illustrated in logic block 714.

Logic block 715 illustrates receiving an access token,
refresh token and JWT from a server after authentication.

Logic block 716 illustrates storing received access and
refresh tokens in private storage, such as private storage 203.

Logic block 717 illustrates storing received JWT in
shared storage, such as shared storage 202.

Logic block 718 illustrates sending a request for service
to a gateway (or using an API), injecting an access token and
using a signed certificate when mutual secured socket layer
(SSL) is used.

The disclosed technology may be used with various
computing systems or computing devices. FIG. 8 is a block
diagram of an embodiment of a system environment 2200.
Computing system environment 2200 includes a general
purpose computing device in the form of a computer 2210.
In an embodiment, mobile computing devices 107 and/or
computing device 111 shown in FIG. 1 correspond to
computer 2210. Components of computer 2210 may
include, but are not limited to, a processing unit 2220, a
system memory 2230, and a system bus 2221 that couples
various system components including the system memory
2230 to the processing unit 2220. The system bus 2221 may
be any of several types of bus structures including a memory
bus, a peripheral bus, and a local bus using any of a variety
of bus architectures. By way of example, and not limitation,
such architectures include Industry Standard Architecture
(ISA) bus, Micro Channel Architecture (MCA) bus,
Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, and Peripheral Component
Interconnect (PCI) bus.

Computer 2210 typically includes a variety of computer
readable media. Computer readable media can be any avail-
able media that can be accessed by computer 2210 and
includes both volatile and nonvolatile media, removable and
non-removable media. By way of example, and not limita-
tion, computer readable media may comprise computer
storage media. Computer storage media includes both vola-
tile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of
information such as computer readable instructions, data
structures, program modules or other data. Computer storage
media includes, but is not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology, CD-
ROM, digital versatile disks (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can accessed by computer 2210. Combinations of
the any of the above should also be included within the
scope of computer readable media.
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The system memory 2230 includes computer storage
media in the form of volatile and/or nonvolatile memory
such as read only memory (ROM) 2231 and random access
memory (RAM) 2232. A basic input/output system 2233
(BIOS), containing the basic routines that help to transfer
information between elements within computer 2210, such
as during start-up, is typically stored in ROM 2231. RAM
2232 typically contains data and/or program modules that
are immediately accessible to and/or presently being oper-
ated on by processing unit 2220. The system memory 2230
may store operating system 2234, application programs
2235, other program modules 2236, and program data 2237.
In an embodiment, computer program code as described
herein may be at least partially stored in application pro-
grams 2235.

The computer 2210 may also include other removable/
non-removable, volatile/nonvolatile computer storage
media. The computer 2210 may include a hard disk drive
2241 that reads from or writes to non-removable, nonvola-
tile magnetic media, a magnetic disk drive 2251 that reads
from or writes to a removable, nonvolatile magnetic disk
2252, and an optical disk drive 2255 that reads from or
writes to a removable, nonvolatile optical disk 2256 such as
a CD ROM or other optical media. Other removable/non-
removable, volatile/nonvolatile computer storage media that
can be used in the exemplary operating environment
include, but are not limited to, magnetic tape cassettes, flash
memory cards, digital versatile disks, digital video tape,
solid state RAM, solid state ROM, and the like. The hard
disk drive 2241 is typically connected to the system bus
2221 through an non-removable memory interface such as
interface 2240, and magnetic disk drive 2251 and optical
disk drive 2255 are typically connected to the system bus
2221 by a removable memory interface, such as interface
2250.

The drives and their associated computer storage media
described above provide storage of computer readable
instructions, data structures, program modules and other
data for the computer 2210. Hard disk drive 2241 is illus-
trated as storing operating system 2244, application pro-
grams 2245, other program modules 2246, and program data
2247. Note that these components can either be the same as
or different from operating system 2234, application pro-
grams 2235, other program modules 2236, and program data
2237. Operating system 2244, application programs 2245,
other program modules 2246, and program data 2247 are
given different numbers here to illustrate that, at a minimum,
they are different copies. In an embodiment, Applications
108-109 and 112-113 shown FIG. 1 correspond to applica-
tion programs 2245 and user interfaces 110 and 111 shown
in FIG. 1 correspond to operating system 2244. In an
embodiment, user interfaces 110 and 111 are natural lan-
guage interfaces and/or touch surfaces for user speech, touch
or gesture input and output.

A user may enter commands and information into com-
puter 2210 through input devices such as a keyboard 2262
and pointing device 2261, commonly referred to as a mouse,
trackball, or touch pad. Other input devices (not shown) may
include a microphone, joystick, game pad, satellite dish,
scanner, or the like. These and other input devices are often
connected to the processing unit 2220 through a user input
interface 2260 that is coupled to the system bus, but may be
connected by other interface and bus structures, such as a
parallel port, game port or a universal serial bus (USB). A
monitor 2291 or other type of display device is also con-
nected to the system bus 2221 via an interface, such as a
video interface 2290. In addition to the monitor, computers
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may also include other peripheral output devices such as
speakers 2297 and printer 2296, which may be connected
through an output peripheral interface 2295.

The computer 2210 may operate in a networked environ-
ment using logical connections to one or more remote
computers, such as a remote computer 2280. The remote
computer 2280 may be a personal computer, a server, a
router, a network PC, a peer device or other common
network node, and typically includes many or all of the
elements described above relative to the computer 2210. In
an embodiment, computing devices 101 and/or 102 shown
in FIG. 1 correspond to remote computer 2280. Similarly,
gateway 1015 and/or registration 101¢ may be stored and/or
executed in remote computer 2280 in an embodiment. The
logical connections may include a local area network (LAN)
2271 and a wide area network (WAN) 2273, but may also
include other networks. Such networking environments are
commonplace in offices, enterprise-wide computer net-
works, intranets and the Internet.

When used in a LAN networking environment, the com-
puter 2210 is connected to the LAN 2271 through a network
interface or adapter 2270. When used in a WAN networking
environment, the computer 2210 typically includes a modem
2272 or other means for establishing communications over
the WAN 2273, such as the Internet. The modem 2272,
which may be internal or external, may be connected to the
system bus 2221 via the user input interface 2260, or other
appropriate mechanism. In a networked environment, pro-
gram modules depicted relative to the computer 2210, or
portions thereof, may be stored in the remote memory
storage device. For example, remote application programs
2285 may reside on memory device 2281. In an embodiment
gateway 1015 and application server 101a correspond to
remote application programs 2285. It will be appreciated
that the network connections shown are exemplary and other
means of establishing a communications link between the
computers may be used.

The flowchart, sequence diagrams and block diagrams in
the Figures illustrate the architecture, functionality, and
operation of possible implementations of systems, methods
and computer program products according to various aspects
of the present disclosure. In this regard, each block in the
flowchart or block diagram (or arrow in sequence diagram)
may represent a module, segment, or portion of code, which
comprises one or more executable instructions for imple-
menting the specified logical function(s). It should also be
noted that, in some alternative implementations, the func-
tions noted in the block may occur out of the order noted in
the figures. For example, two blocks (or arrows) shown in
succession may, in fact, be executed substantially concur-
rently, or the blocks (or arrows) may sometimes be executed
in the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block
diagrams or arrows and/or flowchart illustration, and com-
binations of blocks in the block diagrams or arrows and/or
flowchart illustration, can be implemented by special pur-
pose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

The terminology used herein is for the purpose of describ-
ing particular aspects only and is not intended to be limiting
of the disclosure. As used herein, the singular forms “a”,
“an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises” and/or “com-
prising,” when used in this specification, specify the pres-
ence of stated features, integers, steps, operations, elements,
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and/or components, but do not preclude the presence or
addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of any means or step plus function elements in the
claims below are intended to include any disclosed structure,
material, or act for performing the function in combination
with other claimed elements as specifically claimed. The
description of the present disclosure has been presented for
purposes of illustration and description, but is not intended
to be exhaustive or limited to the disclosure in the form
disclosed. Many modifications and variations will be appar-
ent to those of ordinary skill in the art without departing
from the scope and spirit of the disclosure. The aspects of the
disclosure herein were chosen and described in order to best
explain the principles of the disclosure and the practical
application, and to enable others of ordinary skill in the art
to understand the disclosure with various modifications as
are suited to the particular use contemplated.

What is claimed is:

1. A method for registering a first and second application
stored on a computing device with a server, the method
comprising:

outputting registration information for the first application

from the computing device to the server, the registra-
tion information comprising information to access the
server;

receiving a signed certificate that indicates that the first

application is registered with the server in response to
outputting the registration information;

requesting access to a first resource on the server, by the

first application, from the server upon verification that
the signed certificate is received;

receiving the first resource, by the first application, from

the server;

requesting access to a second resource on the server, by

the second application, from the server using the signed
certificate;

receiving the second resource, by the second application,

without outputting registration information for the sec-
ond application to the server;

outputting a request for one or more tokens from the

server after receipt of the signed certificate by the
computing device; and

receiving the one or more tokens from the server.

2. The method of claim 1, wherein the registration infor-
mation for the first application comprises a user name,
password and device name.

3. The method of claim 1, further comprising prompting
auser for the registration information for the first application
and not prompting the user for the registration information
for the second application.

4. The method of claim 1, further comprising:

determining whether the signed is available before out-

putting the registration information for the first appli-
cation.

5. The method of claim 1 further comprising:

generating a private key; and

generating a certificate signing request, wherein the reg-

istration information outputted by the computing
device for the first application comprises a username, a
password, a client-identifier, a client secret, a device-
identifier, a device name and the certificate signing
request.

6. The method of claim 5, further comprising receiving
the device-identifier with the signed certificate from the
server.
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7. The method of claim 6, wherein outputting a request for
one or more tokens and receiving the one or more tokens
comprise the steps of outputting a request for an access
token, refresh token and JSON Web Token (JWT) from the
server after receipt of the device-identifier and signed cer-
tificate by the computing device; and

receiving the access token, refresh token and JWT from

the server.

8. The method of claim 7, further comprising:

storing the access token and refresh token in a private key

ring for the first application; and

storing the JWT in a shared key ring for the first and

second applications.

9. An apparatus comprising:

a processor; and

a computer readable storage medium to store a first

application having computer readable program code
and a second application having computer readable
program code,

wherein the processor executes the computer readable

program code of the first and second applications to:

prompt a user for registration information;

receive the registration information from the user;

provide a request to register the first application with a
server computing device, the request including the
registration information;

receive an indication that the first application is regis-
tered with the server computing device;

store the indication in a memory shared by the first
application and the second application;

request a first resource on the server, by the first
application, from the server computing device;

receive the first resource, by the first application, from
the server computing device;

request a second resource on the server, by the second
application, from the server computing device using
the indication stored in the memory shared by the
first and second applications;

receive the second resource, by the second application,
from the server computing device;

outputting a request for one or more tokens from the
server; and

receiving the one or more tokens from the server.

10. The apparatus of claim 9, wherein the computer
readable storage medium further stores a shared set of
encryption information comprising a signed certificate that
is included in the indication that the first application is
registered, the shared set of encryption information is acces-
sible from the first and second applications.

11. The apparatus of claim 10, wherein the processor
executes the computer readable program code of the first and
second applications to further request an access token,
refresh token and JWT from the server computing device.

12. The apparatus of claim 11, wherein the computer
readable storage medium stores a first and second set of
private encryption information associated with the first and
second applications, wherein the access token and refresh
token are received from the server computing device and
stored in the first set of private encryption information when
the processor executes the computer readable program code
of the first application.

13. The apparatus of claim 12, wherein the computer
readable storage medium stores a shared set of encryption
information associated with the first and second applica-
tions, wherein the first application receives the JWT from
the server and stores the JWT in the shared set of encryption
information that is accessible by the second application.
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14. The apparatus of claim 12, wherein the apparatus is a
mobile computing device that accesses the server computing
device via a network.

15. A computer program product, comprising:

a computer readable storage medium having computer
readable program code embodied therewith, the com-
puter readable program code comprising:

computer readable program code configured to provide a
first application;

computer readable program code configured to provide a
second application;

computer readable program code configured to provide a
first private key chain for the first application;

computer readable program code configured to provide a
shared key chain for the first and second applications,
wherein the computer readable program code for the
first application generates a private key and a certificate
signing request, the computer readable program code
for the first application outputs the certificate signing
request to a server, the computer readable program
code for the first application then receives and stores a
signed certificate and a device-identifier in the com-
puter readable program code configured to provide the
shared key chain;

computer readable code configured to provide a second
private key chain and the signed certificate for use by
the second application in accessing resources from the
server;
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wherein the computer readable program code configured
to provide the first application is further configured to
request an access token, refresh token and JSON Web
Token (JWT) from the server;

wherein the computer readable program code configured
to provide the first application is further configured to
store the access token and refresh token in the computer
readable program code to provide the first private key
chain, and to store JWT in the computer readable
program code to provide the shared key chain; and

wherein the computer readable program code configured
to provide the second application does not prompt the
user for registration information before accessing infor-
mation from the server.

16. The computer program product of claim 15, wherein
the computer readable program code configured to provide
the first application prompts a user for registration informa-
tion.

17. The computer program product of claim 16, wherein
the computer readable program code configured to provide
the second application uses the JWT stored in the computer
readable program code to provide the shared key chain when
requesting a service from the server.

18. The computer program product of claim 15, wherein
the computer readable storage medium is embodied in a
mobile computing device.
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